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Yudi Prayudi, Ahmad Ashari  
 

Abstract— The growth of information technology and the complexity of cybercrime, requires digital forensics activities that are 
interconnected. This needs to be supported by a secure communication channel. Security and trust are an important issue in digital 
forensics because it would be associated with integrity and authenticity of digital evidence. The use of a VPN technology either through 
SSL or IPSec protocol can serve as a solution to fulfil the needs of secure communication. Based on the characteristics, IPSec is more 
appropriate to be used as a connection between the law enforcement offices which are located site-to-site, while SSL VPN can be used as 
a solution to the needs of remote access to support mobility of the first responders/digital investigators.  

Index Terms— Secure Communication, Trust System, VPN, IPSec, SSL, Digital Forensics 

——————————      —————————— 

1 INTRODUCTION                                                                     
According to [1], digital forensics is the use of scientific meth-
ods in the investigation process of digital evidence in an at-
tempt to understand and reconstruction of an event. While 
according to [2], digital forensics is the use of science and 
methods for finding, collecting, securing, analyzing, interpret-
ing and presenting digital evidence related to the case happen-
ing for the reconstruction of events as well as the legitimacy of 
the judicial process. 

To perform event reconstruction, each stage and activities 
of the digital forensics are supported with high qualification of 
individual’s ability and availability of a variety of tools. There 
are many different types of tools to support digital forensics 
activities. In this case, [3] and [4] have identified some of the 
basic techniques and methodologies in solving problems of 
digital forensics along with tools that are often used by inves-
tigators. In practice, all the tools and devices to support digital 
forensics activities will be centered in a laboratory. 

Based on the characteristics, in general laboratory or 
working environment for digital forensics can be distin-
guished into two types; based on the characteristics of the la-
boratory or working environment for the digital forensics can 
be broadly divided into two types, the first type laboratory 
that is closed in nature and the second one is interconnected. 
In a closed environment, all digital forensics activities are con-
ducted in a limited environment can only be accessed by cer-
tain staff, utilize stand-alone computers, and do not involve a 
complex computer network. Meanwhile, for the interconnect-
ed environment, digital forensics architecture and system in-
clude a number of parties, have the capability of remote ac-
cess, and are supported by an infrastructure that is complex 
but remains focused on the secure and trusted system. In In-
donesia, although most of the activities of digital forensics are 
conducted in a closed environment, following a trend in the 

characteristics of digital workers as well as digital evidence 
and cybercrime, the interconnected environment seems to be 
the work environment needed in future digital forensics.  

In the future, besides utilizing several tools, digital foren-
sics activities are also supported by a number of applications 
and integrated information systems. One of them is as devel-
oped by [5] through I-Polink tools as a model for Knowledge 
Management System to assist in the investigation of digital 
forensics. In addition, some other tools also start to be widely 
used to support collaboration and sharing mechanism among 
the investigators, for example, case management tools, e-
discovery, etc. Thus, the interconnected system will become a 
requirement for future working environment in digital foren-
sics.  

Digital forensic activities itself according to [6] will in-
volve several parties, such as  first responder, forensics inves-
tigator, court expert witness, law enforcement personnel, po-
lice officer, victim, suspect and passerby. The involvement of 
many parties would generate a very complex interaction 
mechanism that should be facilitated by an adequate infra-
structure. First responder and the investigator are the actors in 
the digital forensics that have a high level of mobility and the 
need for interconnected systems to perform remote access to 
the system and the main database owned by law enforcement. 
For the sake of those activities, the need for a digital forensics 
infrastructure that is secure and trusted is very important. 

Digital forensics activities involve storage mechanisms as 
well as access and sharing analysis of digital evidence. All 
digital forensics activities must be guaranteed free from vari-
ous efforts that will lead to the integrity and quality of the ev-
idence and analysis process. For this reason, one of the chal-
lenges is to build infrastructure that will guarantee the securi-
ty from vulnerability and attacks to the content of the evidence 
or other information resulted from analysis and investigation 
process [7].  

Almost all digital forensics activity is attempting to help a 
community and law enforcement to disclose the illegal activity 
and cybercrime.  However, it also needs to consider how if the 
system and the environment of digital forensics itself that be-
come the target of illegal activities and cybercrime. In this 

———————————————— 
• Yudi Prayudi  is currently working as a researcher at Department Of Informat-

ics Universitas Islam Indonesia, Indonesia. E-mail: prayudi@uii.ac.id  
• Ahmad Ashari is currently working as a researcher at Department Of Comput-

er Science and Electronics, Gadjah Mada University, Indonesia, E-mail: ah-
mad.ashari@ugm.ac.id 

IJSER

http://www.ijser.org/


International Journal of Scientific & Engineering Research, Volume 6, Issue 1, January-2015                                                                                                   1037 
ISSN 2229-5518 

IJSER © 2015 
http://www.ijser.org  

case, [8] mentions that many law enforcement infrastructures 
are open and vulnerable toward attacks from certain parties; 
one of which is the number of gaps in the lines of communica-
tion between officers. According to [9], the infrastructures 
supporting the activity of the police, firemen and medical staff 
belong to the infrastructures that are completely secure. The 
use of commercial networks and public networks is a very 
risky option for infrastructure. Therefore, based on internal 
studies, [9] suggest the use of encrypted channels or virtual 
private networks (VPNs) as a solution to the infrastructure. 

In the domain of law enforcement, security is a top priori-
ty [10].  This domain will intersect with a number of data and 
information that are very sensitive. When they are not protect-
ed with a good security system, this condition will bring a 
negative impact. One of the security implementations is the 
use of an appropriate infrastructure such as secure communi-
cation channel that meets the standards and security require-
ments. Therefore, a secure communication channel is the solu-
tion that will be explored further in this paper. In addition, 
this paper will discuss some issues on security and trust in 
digital forensics, and then proposed alternative solutions as a 
secure communication channel especially for VPN technology. 
In another part of this paper will also discuss the problems 
that may be encountered in the application of VPN technology 
in the digital forensics environment. 

2    ISSUES ON SECURITY AND TRUST IN DIGITAL 
FORENCIS 

The rapid growth of computer technology where networking, 
sharing, collaboration and connectedness become its main 
strength has resulted in increasing complexity of cybercrime.  
Based on the current technology,  according to [11] and [12], 
organized crime is one of the main characteristics of today's 
cybercrime activity. Even, according to [13],  many of the 
current activities of cybercrime cannot be classified/identified 
when referring to conventional categorization of a crime. That 
is why over time, the complexity and variation of cybercrime 
activities have risen. This certainly becomes a challenge for 
law enforcement. 

Based on the idea of [14], the increase in cybercrime activi-
ty will lead to the growing number of potential digital 
evidence that must be acquired and analyzed, since currently 
people tend to have multiple devices that are interconnected 
and synchronized with each other. According to [15] this  
condition enables the birth of new characteristics of digital 
evidence known as correlated evidence. In addition, 
investigation processes in the future will tend to be a 
correlation and linking criminal behavior using several 
datamining techniques from different database owned by law 
enforcement. 

According to [16], a digital forensics activity requires 
methodology and technology that are well-developed and 
reliable. This is necessary to ensure that all processes, analyzes 
and reports on findings of digital evidence are truly objective 
and trusted. Therefore, technological infrastructure is one of 
the issues that need more attention. This one is driven by the 
shift in the environmental investigation that was previously 
physical-based to be digital-based. In this new investigation 

environment, the ability to remote access, digital 
data/document sharing, and collaborative working becomes 
the main characteristic. On the other hand, the convenience in 
digital investigation environmental has become a loophole for 
security issues and system vulnerability that will have an im-
pact on the integrity of digital evidence. 

Meanwhile, [17] argues that the increasing use of digital 
evidence in juridical processes must be supported by a secure 
environment to support the fulfillments of requirements in the 
use of digital evidence in legal proceedings. One of which is 
the use of log data. In this research area, [17] tried to build a 
secure logging protocol to ensure that the use of the protocol, 
supports the use of the log data as one type of digital evi-
dence. Nevertheless, some protocols tested in the study were 
not able to meet security and legal requirement as expected. 
Thus, according to (Accorsi, 2009), the use of log data as digi-
tal evidence still has many weaknesses in terms of the legal 
aspects. 

Based on the idea of [18], the traditional approach to digi-
tal forensics activities is by doing an event reconstruction 
based on a number of findings from the available evidence. 
The current technology, surprisingly, enables a lot of tools that 
in nature can produce new evidence, which any time can serve 
as the raw material for digital forensics analysis. For example, 
there is a device installed in a vehicle that can record the activ-
ities of the driver. The records can be a basis for the insurance 
companies to accept or reject a claim. This is similar to the ve-
hicle speed detection device in a road. In this case, the data 
recorded in the device will automatically become the evidence 
of the occurrence of an event because the data resulted are 
automated. However, it should be ascertained beforehand that 
the attached tool is secure, trusted and also meets the re-
quirements of evidence according to the prevailing law. 

The characteristic of trust in the digital forensics process 
will increase the probative value of digital evidence. Accord-
ing to [19], problems will arise when the investigators are con-
fronted with some digital evidence that interpretation contra-
dicts to one another. Thus, it must be decided which digital 
evidence is valid. In other conditions, more complex use of 
information technology also results in a condition where there 
are a few tools or applications that support the automatic re-
trieval of digital evidence. Investigators must be able to ensure 
that the tools or software agent applied in digital forensics 
environment are trusted so that the resulted digital evidence 
can be used in the investigation process. 

However, there are things that still have not been studied 
further by previous researchers, particularly about the im-
portance of security on law enforcement infrastructure or digi-
tal investigator. Workstations or computers of the investiga-
tors are likely to connect to the Internet, either for the purpose 
of acquisition and analysis of digital evidence, communication 
among law enforcement/investigators, interconnected case 
management or other resource access by connecting to the 
server. According to [20], this potentially allows the presence 
of attack or malware infection against law enforcement sys-
tem. This risk should be a consideration for network managers 
at the law enforcement infrastructure.  

It is in line with the opinion of [21], that network-based at-
tacks now are a major challenge for security on a number of 
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strategic infrastructures of the government, healthcare, finan-
cial and power sectors, and law enforcement. This statement is 
supported by data from Moen (2007) cited by [22] that nearly 
80% of the web-based applications in several strategic gov-
ernment infrastuctures have vulnerability toward attack, par-
ticularly cross-site scripting and SQL injection. 

According to [23], in a society, trust is a basic requirement 
of the technology adoption process. Users tend to avoid the 
use of a particular technology in a perceived lack of concern 
that the security of the technology is argued. In this context, a 
number of computer services are still perceived as having low 
level of trust by the users, namely computer services for the 
cloud, enterprise, and mobile platforms. In this case, according 
to [24], trust is not simply obtained from a document that con-
tains a warranty claim provided by the service provider, but 
must also be attested and verified by a third party. 

As a result, according to [23], a solution to improve trust 
is through two aspects, namely: 
• Enforce the security properties required by the users, that 

is to provide protection against the users’ data, as well as 
security of the computing platforms used. 

• Give users guarantees that the desired security properties 
are being enforced. Considering users are not directly in-
volved in the control process toward security and do not 
know the power of computing platforms used, then the 
users need to be given a guarantee that the infrastructure 
being run is completely safe. In this case, the guarantee 
that can be given is through trusted computing hardware 
and trusted certifier that is offline. 

 
There are three different terminologies, secure channel, 

confidential channel and authentic channel. Secure channel is 
a way to do data transfer safely against tampering and over-
hearing efforts. Meanwhile, confidential channel is a way to 
do data transfer that is resistant to overhearing attempts alt-
hough does not always resist tampering. In addition, authentic 
channel is a way to transfer data that is not affected to tamper-
ing although not necessarily resistant to overhearing attempts. 
For the purposes of law enforcement, it is necessary to choose 
a secure channel because using confidential or authentic chan-
nel only is not enough. In this case, [25] call this channel as the 
bidirectional secure channel. 

According to [9], there are a number of criteria as a refer-
ence for selecting a secure and trusted infrastructure, namely 
the ability:  
• To give protection from wiretapping. Capability of end-

to-end encryption is the standard capability of a secure in-
frastructure that guarantees the process of transferring in-
formation from one party to the other party. 

• To give protection from the possibility of corrupted in-
formation/data. The infrastructure must be able to protect 
from injection attempts, so the information/data obtained 
by the other party are not misleading, and to protect the 
integrity of the public data that are sensitive and stored in 
the storage infrastructure. 

• To protect interface and communication between the ele-
ments of the network so as to block unauthorized users to 
access each element in the network. 

• To protect from data exfiltration efforts. Strict authentica-

tion scheme and access control have to be done in order 
for unrelated parties cannot access sensitive information. 

• To protect from Denial of Service (DoS) attacks. Currently, 
there are many ways to perform DoS attacks; thus the in-
frastructure must be designed to be able to detect and iso-
late the system that contains DoS. 

• To secure Operations, Administration, and Maintenance 
(OAM) of the network. This capability is important be-
cause under certain conditions, the activities of OAM will 
be the key to network reconfiguration process or for im-
proving the level of security, bandwidth allocation, and 
connectivity. 

3 VPN AS A SOLUTION 
Implementing a secure and trusted system is not as easy as 
imagined. There must be several things to consider, such as 
the cost and benefit. On the implementation, integrating the 
implementation of access control design through firewalls, 
NAT (network address translation) and PKI (public key infra-
structure) require a resource that is not simple. According to 
[26], securing data in a network is a complex duty, moreover, 
from time to time, the attempts to do the attacks as well as 
data modification and interruption are increasing. In provid-
ing a guarantee toward the confidentiality, integrity and au-
thenticity of data communication on a network, it requires 
completion from a range of viewpoints. 

Based on the previous section, a simple solution that can 
be applied to meet the needs of a secure system is by imple-
menting the VPN (Virtual Private Network) technology. VPN 
is a private data network that makes use of the public tele-
communication infrastructure and maintains privacy through 
the use of a tunneling protocol and security procedures. VPN 
is an extension of the intranet in the form of a special commu-
nication channel on the Internet. This service is used by com-
panies that require a special communication space on the In-
ternet. VPN creates a secure connection and allows the remote 
computers to act as though they are in a LAN network. A VPN 
is a private network in nature with medium public network 
(public) that is used to connect a remote site safely [27].  

VPN combines two networking concepts: Virtual net-
working, which enables users which are geographically dis-
tributed to use this network, and hosts network to be able to 
interact with the same entity; and Private networking that en-
ables private networks incorporate data protection with guar-
anteed confidentiality among hosts on a virtual network, al-
lowing trust relationships to be established and enforced on 
the network. According to [28], VPNs can traverse untrusted 
networks, as well as share a physical network with untrusted 
parties. 

The core of the Virtual Private Network technology is 
tunneling where the data or packets are encapsulated and then 
sent through the Internet as a medium called tunnel. When the 
packets arrive at the destination, the packets are then encapsu-
lated again to be returned to the original format. A VPN cre-
ates a virtual "tunnel" connecting the two endpoints. The traf-
fic within the VPN tunnel is encrypted, so that other users of 
the public Internet cannot readily view intercepted communi-
cations. According to ([29], tunneling is a method of using an 
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internetwork infrastructure to transfer data (frames or pack-
ets) for one network over another network. Then, those data 
are encapsulated by tunneling protocol in a frame using an 
additional header. The additional header provides routing 
information so that the encapsulated data can traverse the in-
termediate. 

According to the [28], in general the implementation of 
VPN is based on some protocol selections, namely: MPLS, 
PPTP, L2TP, IPSEC, and SSL/TLS. Then,  [28] also mention 
that the MPLS protocol, PPTP, L2TP operates at layer 2 of the 
OSI reference model, are point-to-point in nature, and estab-
lish connectivity between sites over a virtual circuit. Virtual 
circuit itself is a logical end-to-end connection between two 
endpoints in a network, and can span multiple elements and 
multiple physical segments of a network. In addition, accord-
ing to [28], the two most used VPN technologies are IPSEC 
and SSL, while according to [30], three main protocols that are 
mostly used for VPN are L2TP, IPSec and SSL/TLS. IPSec runs 
on layer 3 (network layer), while SSL operates on layer 7 (ap-
plication layer) of the OSI model. An overview of VPN tech-
nology solution can be seen from the illustration in Figure 1. 

Furthermore, Lakbabi [28] mentions that VPN technology 
that was widely used initially was the IPSec protocol, and it 
was designed for site-to-site communication between branch 
offices. It was featured as an economical solution to improve 
the accessibility of the company due to remote access capabili-
ties through a public Internet network. During a certain peri-
od, the application of IPSec VPN was the only alternative for 
applying the concept of secure remote access. When there was 
more and more demand to perform remote access via mobile, 
then IPSec VPN was no longer able to meet those needs due to 
limitations in detecting untrusted end point locations. To deal 
with the problem, recently another alternative has been devel-
oped based on the SSL protocol, namely SSL VPN. 

 

 
IP Sec is an open standard framework developed by the 

Internet Engineering Task Force (IETF). According to [30], IP-
Sec is designed to provide security for network traffic through 

Internet Protocol layer by providing access control, data integ-
rity, data origin authentication, data confidentiality, and re-
play protection and limited traffic flow confidentiality. To 
support those features, the IPSec provides two security proto-
cols i.e. Authentication Header (AH) and Encapsulating Secu-
rity Payload (ESP), which can be applied by end hosts or by 
security gateways along the routing path. 

Users can only access the VPN by using that specific IPSec 
client. IPSec VPN access is tied to a specific machine (laptop, 
desktop) and often for a specific user. This can provide 
stronger security but may limit accessibility and mobility. IP-
Sec clients may also require manual configuration, making 
them somewhat difficult to use for nontechnical workers. The 
architecture for IPSec VPN is illustrated in Figure 2. 

 
Meanwhile, SSL VPN is a virtual private network based 

on SSL (Secure Socket Layer) protocol. According to [31], SSL 
VPN solves the problem of secure remote access to a private 
network, which effectively avoids adopting the private line 
access scheme that requires higher cost, more space, and long-
er assembly time. 
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According to [32], there are two types of SSL VPN, name-
ly SSL Portal VPN and SSL Tunnel VPN. The type of SSL VPN 
allows users to use a single standard SLL connection to the 
website for the sake of security against access to multiple net-
works services. This is called as a portal because it is a single 
page that opens to another resource. On the other hand, the 
type of SSL Tunnel VPN allows users to use a specific web 
browser to safely access various services of other networks 
including the application and protocol, which are non-web-
based. Through SSL Tunnel, web browser can maintain active 
contents that cannot be handled by SSL Portal, such as Java, 
JavaScript, ActiveX, and flash application. The application of 
SSL VPN is illustrated in Figure 3. 

To implement SSL VPN technology, it can be done by uti-
lizing several tools, such as OpenVPN and Softether. Softeher 
is an open source-based SSL VPN solution which main con-
cept is multi-protocol VPN software. Softether has interopera-
bility with almost any type of protocol (L2TP, IPSec, EtherIP, 
L2TPv3, and SSL VPN) and supports all products of a vendor 
such as Cisco VPN Routers and MS-SSTP VPN Clients. 

According to [33], due to the characteristics such as ease of 
deployment and perfect security quality, SSL VPN is often 
selected as a solution to secure communication. This selection 
is certainly by taking into account other similar technologies 
such as IPSec, L2TP, and PPTP. In principle, SSL VPN is the 
best choice for a remote access solution while IPSEC VPN is 
the best choice for site-to-site VPN communication. Further-
more, [34] argues that overall the use of SSL VPN delivers 
flexibility and convenience but still considers a high-level se-
curity for the benefit of remote access. 

The use of SSL VPN also supports strong user-level au-
thentication as well as very granular application level access 
control through application proxies. Thus, SSL VPN is gener-
ally used as the best solution for those who want high security 
combined with flexibility and very granular access control. 
Furthermore, according to [34] there are three advantages of 
using SSL VPN, namely the security aspect, flexibility and cost 
reduction. Through SSL VPN, the use of SSL is to provide ser-
vices to users through authorization and secure access to the 
web, client server, and file-sharing resource. SSL VPN will do 
user authentication to ensure that only authorized users who 
have access to specific resources that are permitted by security 
setting of an institution. 

On the other hand, SSL is the standard protocol for man-
aging the security of message transmission on the Internet. 
SSL is a security protocol that is on a higher layer than IPSec. 
If IPSec runs on the network layer, SSL runs on the application 
layer. Because SSL operates at the application layer, it can 
provide policies and access control that are required for the 
benefit of a secure remote access. Since SSL is available in all 
modern browsers, SSL VPN can empower the mobility of the 
client’s remote access to reduce the cost and complexity of 
installation, and complexity when implementing IPSec. SSL 
VPN solution is seen as increasing workers’ productivity and 
reducing IT overhead 

4 DISCUSSION  
The advantages in using VPN are always associated with re-

duced cost, space, and time required for installation. Nonethe-
less, the biggest benefit of VPN is on security and trust system 
offered. According to [26], IPSec and SSL are the most robust 
and most potential tools available for securing communica-
tions over the Internet. 

The needs of secure communication for digital forensics 
environment can be met through VPN technology selection 
(either SSL or IPSec). VPN technology is a solution that meets 
a number of requirements in accordance with the characteris-
tics of digital forensics itself. Table 1 shows the VPN technolo-
gy selection framework from the viewpoint of 5W and 1H. The 
use of this point of view is in accordance with the characteris-

tics of a mindset that becomes a reference in digital forensics.   
On the Internet network that is vulnerable to a variety of 

threats during the data communication process, the existence 
of a guarantee for the privacy and protection of data is the 
most important thing expected by all parties. In this case, ac-
cording to [29] and [35], there are some aspects that are guar-
anteed by VPN, namely:  
• Authentication, data traffic is ensured to be originated 

from a trusted source. VPN access rights are based on the 
traffic source's identity, which should be verified. 

• Access Control toward a number of resources, which can 
be managed because it involves parties that have an obvi-
ous role. Every VPN must enforce access controls that de-
termine who is permitted to use private resources. 

• Confidentiality that is a guarantee of information privacy 
through the restriction for unauthorized users to perform 
data reading in public links. Private traffic transmitted 
over the public links should be encrypted to prevent "man 
in the middle" eavesdropping. 

• Data Integrity that is verification of data to ensure that the 
data do not change during the data transmission process 
through the public links. The VPN must also be able to 
discard any traffic that has been injected, modified, 
dropped, or replayed in transit. 

 
A technology offered through VPN, either IPSec or SSL 

VPN, in principle, has met the standard requirement for a se-
cure and trusted system as explained by [29],  [35], and [9]. 
However, it is still possible for the presence of potential at-
tacks against the VPN infrastructure. In this case, [36] men-
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tions a number of attacks that might occur in a VPN, namely: 
• VPN hijacking that is an attempt to take over the VPN 

connection from a remote client and then impersonate 
that client on the connecting network. 

• Client-side risk, this occurs because the client’s computer 
may be connected to other computers that the security 
system is not protected. This risk includes the spread of 
malware caused by unprotected security system on cli-
ent’s computer or other computers on the intranet. 

 
Based on the information above, it is seen that attacks or 

vulnerability of VPN are not solely caused by the weaknesses 
of the security technology provided by the VPN (IPSec or SSL 
VPN), but also due to things outside VPN technology that 
cannot be predicted and controlled. Thus, it can be concluded 
that VPN provides the right solution for a secure communica-
tion channel. 

Furthermore, although the data cited by Gartner (Phifer, 
2008) show the tendency of changing trend in users from us-
ing IPSec to SSL VPN due to the demand of 90% mobile work-
ers nowadays who require remote access to support their mo-
bility, but it does not necessarily mean that IPSec is no longer 
used at all. IPSec VPN is still an appropriate technology for 
the purpose of point-to-point access. This solution is precisely 
used for conditions under which a connection between two 
parties on two specific locations must always be maintained. 
Meanwhile, SSL VPN is the right solution to meet the needs of 
remote access required by mobile workers today. 

A number of researchers, namely [26], [28], [34] have at-
tempted to compare IPSec and SSL VPN. However, to decide 
which one is the best technology for fulfilling the need of an 
institution depends on criteria and characteristics of the insti-
tution. Both IPSec and SSL provide a secure access to the cor-
porate network to support their business. 

Therefore, based on the need for a digital forensics envi-
ronment, both IPSec VPN and SSL VPN can be used as a solu-
tion for secure communication channel. Digital forensics envi-
ronment characteristics in practice require two types of con-
nection needs, namely, site-to-site and remote access. Site-to-
site model is a communication model where the main offices 
are interconnected with other offices or external parties. In the 
context of laws in Indonesia, site-to-site communication is re-

quired to link all police offices, ranging from district, regional, 
up to national level as well as for the connection between law 
enforcement institutions. On the contrary, remote access is 
necessary to facilitate the mobility of officers or first respond-
ers who are directly related to the acquisition and imaging of 
evidence, as well as investigators who make the crime analysis 
or seconded expert in the handling of certain cases. Table 2 
shows the use of the secure communication solution in a digi-
tal forensics environment. 
 
Based on Table 2, VPN as the secure communication solution 
can be applied to the scheme as illustrated in Figure 4. 

 

5 CONCLUSION AND FURTHER RESEARCH   
Although currently most of the digital forensics activities are 
done in a closed environment, in the future digital forensics 
activities will utilize an interconnected system based on the 
availability of computer networks and the Internet. One thing 
to note is how to provide a secure communication channel as 
the infrastructure for a digital forensics environment. There 
are a number of criteria and requirements to support secure 
communication channel. To meet the criteria, the available 
technology is through the use of VPN. Some protocols can be 
chosen to implement the VPN, but there are two widely used 
protocols, namely IPSec and SSL VPN. 

The increasing need for remote access as demanded by 
mobile workers has made the usage of SSL VPN far more 
popular than IPSec. However, the actual selection of IPSec and 
SSL VPN is determined by the characteristics and criteria of 
the institution. In principle, the IPSec and SSL VPN have given 
the basis for trust and secure communication infrastructure. In 
the digital forensics environment, both IPSec and SSL VPN 
can be used as necessary. Considering the characteristic of 
IPSec is more appropriate for site-to-site connection, IPSec can 
then serve as a solution for the secure communication channel 
that connects between police offices or other law enforcement 
agencies, including between digital forensics laboratories. 
Meanwhile, SSL VPN is a great choice for remote access, so the 
mobility of first responders, investigators, officers, lawyers, 
and experts can be facilitated through the implementation of 
SSL VPN as the secure communication solution. 

The content of this paper is a conceptual study of the use 
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of a secure communication channel. To get a clear and real 
depiction of the use of secure communication channel in digi-
tal forensics environment, further research needs to be per-
formed. One thing that should be done by the next researches 
is realizing a digital forensics environment in an interconnect-
ed system. Softether as a multi-protocol of opensource-based 
VPN can serve as a tool to support the implementation. An-
other issue that can be researched is the incorporation of some 
protocols (hybrid or dual protocol) as a VPN solution in an 
institution. 
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